Cisco Networking Academy

»Filling critical needs
»Certification and standards alignment

»Academy courses and content



What Is networking?

o Gathering and presenting data
* Analyzing and creating conclusions

« Creating solutions
— Provide access
— Support collaboration
— Protect people
and property




What is a Network Academy?

 Network Academies teach
students how to design, build,
troubleshoot and secure
networks

e Content aligned to industry
certifications

 Real-world learning and hands-
on lab experiences



Presenter
Presentation Notes
A Cisco Senior Engineer by the name of George Ward, developed training for teachers and staff for maintenance of school networks.  He was going around the country conducting his training sessions and discovered that:
  1. )  Schools were being wired and connected to the Internet, but they lacked financial and human resources to manage and maintain networks.
  2.)  Difficult to expect instructors teaching a course to rely on network if there was no way to support them.

George started training the students at these institutions on the maintenance of the school networks.  The success of student seminars led to request from participating school across the United States for Cisco to develop a curriculum that could be integrated as an elective course taught in a semester format.

The formalized curriculum and support activities evolved into the Cisco Networking Academy Program.

The Academy program launched in October 1997 with 64 Academies in 7 states in the US.

Program was created to support schools & academic institutions that did not have IT or  networking support centers and to teach students how to design, build, and maintain computer networks at their schools.

On October 1, 2000, The Cisco Networking Academy Program celebrated its third birthday!
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Cisco Networking Academy:

1 million students engaged The world’s |argeSt
in learning this year
classroom!

3.75 million students since

inception

10 thousand academies
operating in 165 countries

1 million online
assessments delivered
monthly

100 million online
assessments since
inception

125 thousand Facebook
fans, and growing daily
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[build slide – 6 bullets]  
[IF TIME ALLOWS, SHOW VIDEO BY CLICKING ON THE URL WHILE IN SLIDE SHOW MODE] 
[try to get actual video file to host on our server for full screen viewing;  and there is a possibility of development of US/Canada WLC video...]


The Gap of Skilled Networking Professionals Is

Growing!
North America
Market Need:
656,000 Central and Eastern Europe, China
Russia, and CIS Market Need:

Market Need: 261,000 430,000

Japan
Market Need:
179,000
_ _ Middle East and Africa _ 4
Latin America ~ Market Need: 238,000 India Rest of APAC
Market Need: Market Need: Market Need:
216,000 334,000 190,000

Source: IDC Skill Gaps Research and Bain 2007 Global Job Market Analysis
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Right Experts, Right Place, Right Time


Cisco has conducted a comprehensive global networking talent study to assess how many networking professional will be needed by 2012.
Based on the collected data, we estimate that a gap of nearly 3 million skilled networking professionals will exist globally in 2012.
As you can see from the map no region is spared from the need to grow technical talent.
The breadth of the talent gap is therefore spread across the entire globe.


IT Careers and Job Trends In the
United States

The Ten Fastest Growing Occupations from 2006 to 2014*

2. Physician assistant

7. Physical therapist

8. Medical scientist
9. Occupational therapist

10. College instructor
*Money Magazine
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These are the 10 fastest growing occupations in the US through 2014, according to Money Magazine.
You’ll note that IT jobs, from network analysts to software engineers and database administrators comprise 5 out of 10 of the fastest growing jobs on the list. 
Clearly, careers in information technology will play an important role in the US economy now and in the years to come




IT Occupational Data in Maryland

Employment

Employment

Change | Average | Occupational
Occupation Annual Employment
2006 2016 Number +9% Openings as of May 2008"
Computer Support
Speciali 11,870 13,750 1,880 ’ 555 12,230
pecialists
Computer Systems Analysts 12,465 16,435 3,970 31.8 727 12,520
detworkcand Computer 9,080 12,230 | 3,150 || 34.7 523 9,640
ystems Administrators
network Systems and bara 8,990 13,965 | 4,975 | 55.3 } 681 8,020
ommunications Analysts
Computer and Information
S 6,665 7,900 1,235 18.5 231 6,730
ystems Managers

NS

U.S. Department of Labor, Bureau of Labor Statistics, http://www.projectionscentral.com, based on data availability as of October 31, 2008
N U.S. Department of Labor, Bureau of Labor Statistics, May 2008 State Occupational Employment and Wage Estimates (by state),
http://stat.bls.qov/oes/current/oessrcst.htm

Mind Wide Open is a trademark of Cisco Networking Academy.



http://www.bls.gov/oco/oco20024.htm�
http://stat.bls.gov/oes/current/oessrcst.htm�

Cybersecurity Skills Shortage

» “Desperate shortage” --currently need 20,000 —
30,000 cybersecurity professionals in US; current

estimate is 1,000 available (Computerweekly.com,
7/19/10)

 Needed: people with foundational networking
and network administration, programming, and
security skills

« MD=“ground zero” for critical needs: NSA, DISA,
BRAC
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http://www.computerweekly.com/Articles/2010/07/19/242006/Skills-shortage-leaves-critical-US-military-systems-at.htm?printerfriendly=true
So says "A Human Capital Crisis in Cybersecurity," a new study into computer security manpower challenges and potential solutions released by the Center for Strategic and International Studies (CSIS) Commission on Cybersecurity for the 44th President. The CSIS is a bipartisan public and foreign policy think tank in Washington. 
Six two-year colleges were the first community colleges to be named National Centers of Academic Excellence (CAE) in Information Assurance last month by the National Security Agency (NSA) and the Department of Homeland Security (DHS). The institutions' information assurance programs have all received support from the National Science Foundation.
Three of the six institutions--Anne Arundel Community College, Hagerstown Community College and Prince Georges Community College--are located in Maryland; 



Building Scalable

Cisco Networking Academy

Curricula Portfolio Implementing

Secured Converged
Wide-Area Networks

Networking for Home Network CCNA Bu_ilding Multilayer
and Small Businesses Fundamentals Security Switched Networks
Workina at a Routing Protocols and Optimizing
CCENT Concepts Converged Networks
LAN Switching and
Network Introducing Routing Wireless
. and Switching in the
Professional Enterprise Accessing the WAN
IT Essentials: e 5
PC Hardware esigning an
Network and Software Supporting Computer CCNA

Specialist
CCNA

Network CompTIA

Associate CCNA ‘
Discovery /

Network
Technician

IT Cisco Packet Tracer
Technician ; '

Student Networking Knowledge and Skills


Presenter
Presentation Notes
NOTE: this is a build slide
Our current portfolio consists of 14 courses 
IT Essentials:  PC Hardware and Software —provides an overview of how the internal components of a computer work The course covers laptops and portable devices, assembling/disassembling PC components, wireless connectivity, security, safety and environmental issues associated with installing, configuring and troubleshooting and a PC. 
CCNA Discovery (4 courses) —provides an introduction to networking. It teaches networking based on application and helps students develop foundational routing, switching, and WAN knowledge and experience, which can be applied toward entry-level careers in networking for small and medium-sized businesses.
CCNA Exploration (4 courses) —provides an introduction to networking. It teaches networking based on technology. It covers routing, switching, and WAN protocols and theory at deeper levels to help students succeed in networking-related degree programs and a range of professions.
CCNA Security –helps students develop a comprehensive understanding of network security concepts, and gain the knowledge and skills needed to earn the Cisco CCNA Security certification and become entry-level security specialists. The global, generally available (GA) release of CCNA Security is scheduled for July 2009 
CCNP (4 courses) —the CCNP curriculum focuses on the advanced routing, secure wide area access, multilayer switching, and networking management skills required to implement and maintain converged enterprise networks.
Cisco Packet Tracer — Provides a realistic simulation and visualization learning environment that supplements classroom equipment. Cisco Packet Tracer is a foundational teaching tool for CCNA Discovery, CCNA Exploration, and Packet Tracer activities are embedded in the course content. Both curricula include embedded e-doing, which applies the principle that people learn best by interacting with computer-based activities. Interactive learning promotes the exploration of networking concepts and experimentation with tools such as Packet Tracer and Flash-based activities to help students develop a greater understanding of networking technologies. Packet Tracer activities are also available for CCNA Security.


.

Course Alignment to STEM Cluster Topics

Embedded STEM Cluster Topic

SCCo1 SCCO02 SCCO03 SCC04 SCCO05 SCCO06 SCCo7 SCCO08 SCCO09 SCC10
Academic Communic Problem- Information Systems Safety, Leadership Ethics and Employabil- Technical

Foundations a-tions  Solving and Technology Health and and Legal ity and Skills
Cisco Networki ng Tﬂmﬁg Applications Er:\elglrr](t)z; Teamwork Resz;r353|b|ll DC;\alﬁsrr)_
Academy Course ment
IT Essentials,
Chapters 1-10 v v v v v v v v v v
CCNA Discovery 1:
Networking for.Home v v v v v % v v v v
and Small Business,
Chapters 1-10
CCNA Discovery 2:
Working at a Small
Business or Internet v v v v v v v v v v
Service Provider (ISP),
Chapters 1-10
CCNA Discovery 3:
Introducing Routing and
Switching in the 4 4 4 4 v 4 v v 4 4
Enterprise, Chapters 1-
10
CCNA Discovery 4:
Designing and v v v v v v v v v

Supporting Computer
Networks, Chapters 1-10
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Course Alignment to Common Core and Next
Generation Science Standards

Embedded Common Core Standards

Reading for Science Anchor College  Anchor College  Anchor College  Anchor College Mathematical

and Technical and Career and Career and Career and Career Practice
. : Literac Readiness: Readiness: Readiness: Readiness:
Cisco Networklng ’ Reading Writing Speaking and Language
Academy Course Listening
IT Essentials,
Chapters 1-10 v Y Y Y Y Y
CCNA Discovery 1:
Networking for Home and v v v v v v
Small Business,
Chapters 1-10
CCNA Discovery 2:
Working at a Small
Business or Internet v 4 4 4 4 v
Service Provider (ISP),
Chapters 1-10
CCNA Discovery 3:
Introducing Routing and v v v v v v
Switching in the
Enterprise, Chapters 1-10
CCNA Discovery 4:
Designing and Supporting v v v v v v

Computer Networks,
Chapters 1-10
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Cisco Networking
Academy builds a
foundation for
success in more
than 430 STEM
careers
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Security-Related Topics:

Threaded throughout
Cisco- curricula



IT Essentials

Focus on the PC: computer fundamentals

Hands-aon learnina: hardware & saoftware

Asymmetric Encryption

16.2  Select security components based on customer needs

16.2.1 Describe and compare security techniques

A technician should determine the appropriate techniques to
secure equipment and data for the customer. Depending on the
situation, more than one technigue may be required.

“Hera is the quate you 1BAFSSD000EFTES...
. Passwords

Using secure, encrypted login information for computers with
network access should be a minimum requirement in any
organization. Malicious software monitors the network and may
record plaintext passwords. If passwords are encrypted, attackers
would have to decode the encryption to learn the passwords.

i —

Logging and Auditing

Event logging and auditing should be enabled to monitor activity

on the network. The network administrator audits the log file of

events to investigate network access by unauthorized users.

Wireless Configurations
Wireless connections are especially vulnerable to access by
attackers. Wireless clients should be configured to encrypt data.

1AGESEO0BDETIS... “Here Is the quote you recquasted. " I Security Te.chnolog ies
Security technologies include hash encoding, symmetric

encryption, asymmetric encryption, and Virtual Private Networks
(VPNs). Each technology is used for a specific purpose:

Fundamentals | 01 :
Toolbar: Roll over tools

Advanced




Discovery 1.
Networking for Home & Small Businesses

« Small network planning, installation &
troubleshooting

CCNA Discovery

8.4.2 Using a Firewall

1 2 3 4 Networking for Home and

By placing the firewall between the internal network ef) and the Internet
as a border device, all traffic to and from the Internet can be monitored and
controlled. This creates a clear line of defense between the internal and
external network. However, there may be some external customers that require
JZ) can be configured to

access to internal resources. A dem
accomplish this.

The term demilitarized zone is borrowed from the military, where a DMZ is a
designated area between two powers where military activity is not permitted. In
computer networking, a DMZ refers to an area of the network that is accessible
to both internal and external users. It is more secure than the external network
but not as secure as the internal network. It is created by one or more firewalls
to separate the internal, DMZ and external networks. Web servers for public
access are frequently placed in a DMZ

FTP Server

Internal ! DMZ | External
Network | I Network

WEB Server

Click Play to see request flow from internal and external hosts.




Discovery 2:

Working at a Small-to-Medium Business or ISP

e |OS device Installation, configuration &

_trouihlachnntinn

8.4.4 Disaster Recovery Plan 12 3 4

When designing a disaster recovery plan, itis important to understand the
needs ofthe organization. Itis also important to gain the support necessary
for a disaster recovery plan. There are several steps to accomplish designing

an effective recovery plan.

*  Vulnerability assessment - Assess how vulnerable the critical
business processes and associated applications are to common
disasters.

+ Risk assessment - Analyze the risk of a disaster occurring and the
associated effects and costs to the business. Part of a risk
assessment is creating a list of the top-ten potential disasters and
the effects, including the scenario ofthe business being completely
destroyed.

* Management awareness - lUse the information gathered on
vulnerability and risks to get senior management approval on the
disaster recovery project. Maintaining equipment and locations in the
event of a possible disaster recovery could be expensive. Senior
management must understand the possible effect of any disaster
situation. —

* Planning group - Establizh a planning group to manage the

LLNA Liscovery
Working at a Small-to-Medium Business or ISP

SC

Risk Assessment Management Awareness

&

development and implementation of the disaster recovery strategy Planning Group Prioritize

and plan. When a disaster occurs, be it small or large scale, itis
important that individuals understand their roles and
responsibilities.

= Prioritize - Assign a priority for each disaster scenario, such as ﬂ




Discovery 3:
Introducing Routing & Switching in the Enterprise

e Permittina or denvinag specific traffic

8 Filtering Traffic Using Access Control Lists

ol o i
CISCO.

8.4 Permitting and Denying Specific Types of Traffic
8.4.4 Analyzing Network ACLs and Placement

CCNA Discovery
| 0 2 Introducing Routing and Switching in the Enterpnse

Network administrators evaluate the effect of every statement in an ACL prior Server Farm

. . . . . . 192.168.1.3 - .15 192.168.1.30
to implementation. An improperly designed ACL can immediately cause
problems when itis appliedto an interface. These problems range from a
falze sense of security o an unnecessary load on a router or even a non-
functioning network.

Net Admin

182.168.1.2
209.165.200.225

Administrators need to examine the ACL, one line at atime, and answerthe 192.168.1.0/24
following questions:

« \Whatsenice does the statement deny?

+ Whatis the source and what is the destination?
+ What port numbers are denied? Payroll Server
+  Whatwould happen if the ACL was moved to another interface? 182.168.5.57
+  Whatwould happen if the ACL filtered traffic in a different direction?
* Is NAT anissue?

192.168.3.39

192.168.5.0/24 182.168.3.0/24

When evaluating an Extended ACL, itis important to rememberthese key
points:

+ The keyword tcp permits or denies protocols like FTP, HTTF, Telnet,
and so on.

« The key phrase permit ipis usedto permitall IP, including any
TCP, UDP, and ICMP protocols.

=

Click the ACLs to view the function of each

8441 |» |
All

Il | Translated by the




Discovery 4.
Designing & Supporting Computer Networks

Wholistic, capstone project designing, modeling, testing and
documenting a fully-networked stadium network

3 Characterizing the Existing Network
3.1 Documenting the Existing Network

3.1.4 Strengths and Weaknesses of the Existing Network ‘ 12 3

difnan]n,
CISCO.

CCNA Discovery
Desgming and Supporting Computer Hetworks.

After reviewing the diagrams and the existing equipment inventories, the
network designer lists the strengths and weaknesses ofthe current stadium “Can rowse oxisting squpment
netwark:

Physical Connections

Ticket Sales Office
“Nor ststafis frewall
Strengths: oo -
+  Mew wiring and adeguate wiring closets
« Adequate space for a new data center

+  Servers and PCs are current models and will not need to be -

‘N regundam cannscivily

replaced Vendor (Souvenir
+  Some existing network switches and routers can be usedin the new Shop)
design
Weaknesses:

« Flat network design

+ No Distribution Layer
+ Mo true Core Layer

+  Servers poorly located
+  Multiple networks that can be difficult to maintain
+ Inadequate IP addressing structure

+ Mo dedicated bandwidth for WAN connectivity

+  Poorly-implemented wireless
Limited security implementations

Stadium LAN Team Services LAN Vendor Services LAN Luxury Suites Services LAN




Supplemental resources offer real-world challenges!

Five Case Studies:
1. Charging for Expertise

Passport21 to

_ 2. Starting an Internet Café
Entrepreneurship

3. Making a Business Successful
4. Providing Outsource Services
5. Building a Contracting Business

Cisco ASPIRE game:

Problem injector
Simulated time and economy
Money management

Experiential learning



Academy resources make connections

Academy Netspace:

Global problem-solving
challenges

Social networking




NetRiders Skills Challenge

B . US and Canada high
school competition

* Promotes networking
and IT skills

* Virtual and in-person

* |ldentifies top talent for
potential employers




S
Networking Academies are changing

the way CTE looks!

1 =.1. Requiring the use of communications skills, standard
gt - language, Td grammar in IT projects

uiring new IT vocabulary through hands-on

'i'-'».' .. . .
dipracticing entrepreneurship skills by
edge to real-world projects

4. Dlversrfying

E éeconda
-
5. mékin &

nt choices as they transition from
tsecondary experiences

ame” a career, not just a job
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Educational institutions around the world are not only under increased pressure to be more competitive but they must also address the ever-changing student needs and demands.
   -Students want more than just a diploma which says that they have been in school for 4 years.
   -They want the skills that will help them to get a good job in the Internet Economy. Being prepared for certification helps them to demonstrate to a potential employer exactly what they can do, not just that they have been in school.

Additional Notes
There is a fundamental shift in education from teaching to learning, to  student-centered learning, rather than teacher-centered learning.  At the same time, the focus on lifelong learning is increasingly important as the “traditional” student is redefined.
   -For example, in the US, less than 25% of all higher ed students are the traditional 18-22 year-old who lives on campus and goes to school full time
   -Half of all freshmen and sophomores attend community colleges, most with no residential facilities, some with no campuses.
   -Adults are also going back to school for training in record numbers. Enrollment in higher education is expected to increase from 13.9 million in 1995 to 16 million by 2007. And there is increased emphasis on lifelong learning… all employees, whether they’re in education, business, government, or self-employed, must be constantly trained and retrained, just to keep up.
   -In 1998, 45% of college students were over 25, over 54% were working while in school, and 43% attended college part time.
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